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1. Introduction

The following text is giving you an tutorial how to setup a Apache and an MySQL server,

how to create a database based on MySQL and how you can create a script which can read and write
in the database.

For the implementation we used an Apache Server with free SQL tool : the XAMPP pack that we
downloaded here:

https://www.apachefriends.org/de/download.html
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2. Install and Start the XAMPP Server

After you downloaded the tool and you installed the setup you should be here:

XAMPP Control Panel v3.2.1 - confi

Modules
(4 Metstat
Service Module  PID(s) Portls) Actions M Bctatat |

Apache | Start Admin .. | [ Shel
MysaL | Stat || Admin || [ | | [ Explorer |
FileZilla ~ Start Admin | ' F Senices

Mercury Stat | Admin [ & Help

Tomeat Start | | Admin [E Quit

~

To start the Apache and the MySQL server you have to press the Start button for Apache and MySQL
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2.1 Problems with starting
If you can't start the Apache server you probably are using the port 80 for someting else. You can

chancl;e the iort bi inckincI; the "ConficI;" button

XAMPP Control Panel v3.2.1 | config |
Maodules B bl
Service Module  PID(s) Portfs) Actions | @ Netstat |

YT

Apache | Start Admin | | Apache (httpd.conf)

MySQL |L Start Admin || © Apache (httpd-s;l.confj/\?

FileZilla [ Stat || Admin I__C GRS, 2l
— PHP (php.ini)

Mercury Admin | | Cg phpMyAdmin (config.inc.php)

Tomcat Admin I-_C <Browse> [Apache]

= e— <B, > [PHP | S
Status change detected: running e ~

Status change detected: stopped <Browse> [phpMyAdmin]
11:43:24 [Apache Error: Apache shutdown unexpectedly.
11:43:24 [Apache This may be due to a blocked port, missing dependencies

[1143 23 [Apache]
]
%
11:43:24 [Apache] improper privileges, a crash, or a shutdown by another method.
]
]
]
]

11:43:24 [Apache

11:43:24 [Apache Press the Logs button to view error logs and check
11:43:24 [Apache the Windows Event Viewer for more clues
11:43:24 [Apache If you need more help, copy and post this
11:43:24 [Apache entire log window on the forums |

After you pressed "Apache (httpd.conf)" it opens a new window.
Sc;goll down until you find the line "Listen 80"

# Change this to Listen on specific IP addresses as shown below to
# prevent Apache from glomming onto all bound IP addresses.

St 5456, 78 BB
n BY

P

Yo

s

%

o
-

# Dynamic Shared Object {DSO) Support
#
# To be able to use the functionality of a module which was built as a D¢

N - w

Chénbe the number "80" to a port which is free. Save the file and restart the server.

You will see following messages when it works

XAMPP Control Panel v3.2.1 | Foomg |

Modules

Service  Module PID(s) Port(s) Actiot& L @%I
Apache isgg 443, 1234 ‘ Stop I | Admin J } Config | | Logs '
MysaL 1368 3306 | Stop || Admin | | | 2 Explorer |
FileZla | Stat | Admin | | ® Senices |
Mercury } Start ] Admin !
Tomcat ‘ Start _]| Admin !

[1348-14 [Apache]  Port 80 in use by "C-WWW\W\ScadaWWindowsService exe” with PID 1908 2y
13:48:14 [Apache] Apache WILL NOT start without the configured ports freel
13:48:14 [Apache] You need to uninstall/disable/reconfigure the blocking application

v

]

el R = Sl inibiisilisrlai el to listen on a different port
|13:48:14 [Apache Attempting to start Apache app...
13:48:14 [Apache] Status change detected: running
13:48:17 [mysql] Attempting to start MySQL app...
13:48:17 [mysqgl] Status change detected: running
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3. Generate a sample DB

3.1 Add a sample table “ppo_new” to the test DB

To create your database you have to run your Webbrowser and type in:
"localhost/xampp"

If you changed your port like we did, you have to type in: "localhost:your port/xampp"
For example: " localhost:1234/xampp "

This page will open:
XAMPP fiir Windows

Try out the new XAFIPP welcome page

English / Deutsch / Francsis/ Nedsrlands / Polzki/ Itlisno  Norvagian  Espafel /1! ¢ | Portugués (Erasil)

We are working on a new Welcome page for XAMPP and we need your help! You can you can see the current version at Dashboard. We are improving our current "FAQs” and adding new "How o guides. We posted scme suggestions for new guides at ApacheFriends forum. If you have a
comments or suggestions for the new welcome page, please don't hesitate to post in the forum. Your feedback will help us improve XAMPPL. If you have any comments or suggestions for the new welcome page, please don't hesitate to post in the forum. Your feedback will help us improv
MPPL

PN Willkommen zu XAMPP fgr Windows!
REEN  1icrziichen Glockwunsch:
XAMPP it erfolgreich auf diesem Rechner installiert!

Php
LB un kann es losgehen. :) Als erstes bitte einmal auf der linken Seite auf gStatus Kiicken. Damit bekommt man einen @berblick was alles schon funkioniert. Ein paar Funktionen werden ausgeschaltet sein. Das ist Absicht so. Es sind Funktionen, die nicht @berall funktionieren oder evt
CD-Verwaltung Probleme bereiten kgnnten.
Biorhythmus
Fér die OpenSSL Untersttzung benutzt bitte das Testzertifikat mit der URL https://127.0.0.1 baw. hitps://localhost
Telefonbuch
Viel Spag, Kay Vogelgesang + Kai ‘Oswald' Seidler
perl o L :
“=r#| Install applications on XAMPP using Bitnami

B4 il  Apache Friends and Bitnami are cooperating to make dozens of open source applications available on XAMPP, fo free. Bitnami-packaged applications include Wordpress, Drupal, Joomlal and dozens of others and can be deployed with one-click installrs. Viit the Eitnami XAMPP page for
So00. | cetalls on the currently avalable apps.

— [BP06

Tomcat examples
[FRM  XAMPP Hosting

LI XAMPP provides an ideal local development environment, but is not meant for production deployments. We want to make hosting PHP applications created with XAMPP as easy as possible. Visit our Hosting page for reading our documentation.

Tools
phpMyAdmin

©2002-2015
- APACHE
FRIENDS...

On this page you are going to find Information about the XAMPP tool.
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XAMPP

2.6.3
[PHP: 5.6.3]

Willkommen

Status
Sicherheitscheck
Dokumentation
Komponenten
Applications

phpinfo()
CD-Verwaltung

Biorhythmus
Instant Art
Telefonbuch

perlinfo()
G¢stebuch

phpMyAdmin
FilaZilla FTP
Webalizer
Mail

£2002-2015
- APACHE
FRIENDS...

On the sidebar you will find a link named "phpMyAdmin"

After you clicked on this link it's going to open a new page called

phpMyAdmin

looking like this :
[ localhost1234/phpmyadmin/#PMALIRL-23:server_databases.php?do=&ttable=&server=18&target=8&

phpMuyAdmin
RB2OI€
Recenl Favuiles
|_'& MNew
14 cdeol
| nformation_schema
) mysyl

| performance_schema

| shpmyadmin

[#L14 webauth

i

(4 Databases

Databases

|'% Create database &)

L} saL | (§y Status

a:| Users Cxport = Impont

Dztabasz name

| | Callation

v| ( Create )

Dutabase o

@

cdcal

| informatior_schema
nmysql
performance_schema

phpmyadmin
test

testprojekt

Bl @ Sl @

wibiauth
Total: £

2 Check All

+ Enable Statistics

Cullation
latinil_gencral _ci
utfe_ganeral _ci
latini_swedish_ri
utfg ganeral ci
utfg bin
latinl_swedish_ci
latini_swedlish_ci
latinl_penerdl ci

latinl_swedish_ci

With selecied.

a3 Check Privileges
=7 Check Privilages
az| Cherk Privileges
a:| Check Privileges
=z Check Privileges
a:z| Check Privileges
az) Check Privileyes
a:| Check Privileges

7 Urop
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Here you can now create easily your database. Just press "New" on the sidebar, and add the name
"test™:

@ Neue Datenbank anlegen g

test Kollation v Anlegen

For our coming PHP samples we used the DB named “test” and we added a table named “ppo_new”
(If you want to skip creating a table with all parameters just go to Import in the navigator and
choose the "test.spl" file you have in the Zip.)

Php B O Semer 127001 » @ Database: test
RFO0]G 4t Structure | L[ SOL 4 Search | Query [& Export =} Import &° Operations ¥ More
R t Favorit
Ecen avories Mo tables found in databasze
8 Mew
-||-_ | cdeal iJCreate table
+L| | infarmation_schema
|
+L | mysql

I Mame: | ppo_new Mumber of columns: | 2 =
+L| | performance_schema

+L1 | phpmyadmin

=| (a] test

I Go
+. | webauth

3.2 Configure the ppo_new table and add some entries to the table
for testing purpose.

(Skip this if you used the "Import function we discribed earlier)

We defined the ppo_new table with 2 columns :
- 1 column for the name of your PPOs : we used for the PHP script : “PPO_NAME” (type
VARCHAR(100))
-1 column for the value of the PPOs : we used for the PHP script : “PPO_VALUE” (type
VARCHAR(255).)
Here is an example:

# ane Typ Kollation Attribute Mull Standard Extra Aktion
1 PPO_NAME varchar(100) Nein keinfe) 47 Bearbeiten @ Loschen > Primarschlissel [ Unigque [ Index [ Raumlich [F] Volltext - Mehr
2 PPO_VALUE varchar(255) Nein keinfe) o~ Bearbeiten @ Loschen 2 Priméarschlissel 5 Unigue = Index fF Raumlich 7] Volltext - Mehr
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4. PHP / MySQL -Script

4.1 Script Configurations

If you have different parameters for either the server IP or the DB-/Table name, you can configure

those at the start of our script:
[=] myScript_Complete php E3 |

<html>
E <head>
<title>PP0O-Read-WritePHP</title>
</head:>

E{bndy}
= < ?php

date default timezone set ("UTC"™);

[ WL % I =}

[ L ¥ IS

fzervernams localhos=st™;

fusername root™

W M

fpassword = g

f£dbname = "test";

Z2dbtablename = "ppo new";

I
L R

$the Action = "7}
$the PPCName = "";
$the_ PPOValue = "";
fm=cl

LN s
]

microtime (troe) ;
% _SERVER['REQUEST METHCD'];

Emethod
2xml1POSTBody = nmll:

£ilrPPOListhAskedSize = 0;

fifor debug purpose

SDEBUG = s
Emylogfile
SmyFailingPPOlogfile = mmll;

W

nnll;

L % B 'S B % T R P
[ WL S

4.2 PHP-Script files location on Xampp Server

First you need to go into your Xampp folder on your PC (normally it's C:\xampp).

Then in the subfolder "htdocs", to create a subfolder were you will put your own PHP script files

We defined for example: "ininet_php".
In this folder you have to save the script if you want to use it for the DB driver.

Both, read and write will be executed from one script only this is called myScript_Complete.php.
After choosing the type Data Base Over HTTP (DB), the Editor will automaticly insert this name into

both Service Scritps.

If you add a var in you project make sure that you add the Driver prefix infornt of the var.
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4.3 The PPO Read PHP Scrip :

For the PPOs Read , the SCADA Server will make a POST command on the apache Webserver
accordin%pteo the configurations you made for the DB Driver

L/ata Base UvVer i ¥ (UE)

= Parameters
DB HTTP Service [P Address 127.0.0.1
DB HTTP Service IP Port a0
DB HTTP Service Read PPOs Script fininet_php/myScript_Complete.php
DB HTTP Service Write PPOs Script fininet_php/myScript_Complete.php
PPO Update Mode Periodic
PPO Update Periode (ms) 1000
5tring Encoding ANSI current code page
HMI's PPOList File Name (*.tcr) E\__ININETY_HMIs\Projects\5QL\ScadaSample.ter
Diriver's Variables_Resalve File (*.csv)
DB HTTP Service Alarming Script fininet_php/alarm2.php
DB HTTP Service Trending Script /ininet_php/trend2.php

=] Import Variable List Files
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4.3.1 For Reading:

in that sample it will update the DB driver's PPO periodically in that it will call the configured
READPPOScript “/ininet_php/myScript_Complete.php” in a post command and add at least one

parameter (action=r) in the POST request’s content part.

When called , your PHP script has to give back the PPO’s name/values in our defined SpiderlLR

format:
<html>
<head>
<title>PPO Update</title>
</head>
<body>
<version>1.0</version>
<client>MyApp</client>
<client_ver>1.0</client_ver>
<file_name>Page1</file_name>
<action>Read</action>
<item_list_size>2</item_list_size>
<item_list>

<i>

<n>PPO3</n>

<v>300</v>

</i>

<i>

<n>ppodb1</n>

<v>1</v>

</i>
</item_list>
</body>
</html>

in our sample we can see such a READ PPO communication with wireshark :

POST Aininet_php/myscript_Read. php HTTR/L.1

UsencAgent: SpiderControlsl.0 (iniMet-solutions GmbH)

Hos 102.5.225.57:1234

Connection: keep-aliwe

content-Type: application/x—www—form-urlencoded
content-Length: 8

Cache-Contraol: no-cache

Pragma: no-cache

action=rHTTR/1.1 200 OK
pate: Thu, 0% Apr 2015 09:30:21 GMT

Server: Apaches2.4.10 (wWin32) openssL/1.0.11 PHP/5.6.3

*-Powered-By: PHP/5.6.3
Content-Length: 521

keep-aAlive: timeour=5, max=100
connection: kesp-alive

content-Type: text/html; charset=uTF-8

<html:

<head:>

.<title>PPo Update</titlex
</head>

<body>
_<versionsl. o</ versions
L<clientomyapp</clients
.<client_ver>l. 0</client_ver:>
. <file_name>Pagel</Fi1e_name:>
.<action>Read</action:
ceitem_list_sizer6</item_list_sizes>
c<item_Tists

b

- ENEPPO3C/N

o vr300

e

b

- .. <nrppodbl< /s

ceevrle s

YA

b

. w<nzppodb2</ne

TS R AT

e

b

... <nrppodh3<fns

AT Pt

oo 21

= b
. snzppodibd < ne
T AT
e

L.l

.. o<nrvarle/n>
A e At

LS
celitem_1istT
</b0d¥>
</htm 2
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4.3.2 For Write

in that sample it wil make the PPO Write in that it will call with the same script
“/lininet_php/myScript_Complete.php” in a post command and add the parameters
action=w&n=[ThePPOToWriteName]&v=[ThePPOToWriteValue]) in the POST request’s content
part.

When called , your PHP script has to give back “OK” or “IFailed”.
in our sample we can see such a Write PPO communication with wireshark :

POST Aininet_phpsmyScript_write. php HTTR/L.1
User-agent: SpidercControlysL.0 (Cininet-solutions GmhbH)
Host: 192.9,225.57:1234

Connection: keep-alive

Content-Type: applicationx-www—Torm-urlencoded
Content-Length: 23

Cache-Control: no-cache

Pragma: no-cache

action=w&n=ppodbl&y=111HTTP 1.1 200 Ok

Date: Thu, 0% Apr 2015 09:45:20 GMT

Server: apaches2.4.10 (Win32) openssLyL.0.17 PHPSS.6.3
=-Powered-By: PHP/5.6.3

Content-Length: 155

kKeep-alive: timeout=5, max=100

Connection: Keep-aliwve

Content-Type: text shtml; charset=UTF-8

<htmT=

<head:

Lt esPPo write< it e
< /head:

<hody>

el

(PHP WwWrite with .aAction = w
.the_Frorame = ppodbl
Lthe_Provalue = 1110

< hodys

</ htm =
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4.4 How to start your PHP-Scripts for testing purpose

From your Internet-Browser you can now run your PHP script Like this:
"localhost:your-port/your-subfolder/YourPHP-Script"

If you are using the Complete PHP script then you need to parse the action, the character r stands for
read and the character w stands for write.

The url in your Internet-Browser would look like this:
"localhost:your-port/your-subfolder/YourPHP-Script"

POST request's content : "action=r"

For example: http://localhost:1234/ininet_php/myScript_Read.php.
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